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Reliability Assessment of Smart Grids Considering
Indirect Cyber-Power Interdependencies
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Abstract—The operation of power systems now relies on ex-
tensive applications of digital communication systems, known
as cyber networks. These applications are categorized as having
either direct or indirect interactions between cyber and power
networks. We previously studied direct interdependencies inside
cyber-power networks and proposed the state mapping based
model to evaluate its impact on the power system reliability.
This paper focuses on indirect interdependencies between cyber
and power networks. Certain applications of indirect interde-
pendencies in modern power systems are discussed, and a state
updating-based model is proposed to quantitatively evaluate the
reliability of cyber-power networks under indirect interdepen-
dencies. Two optimization models are used to maximize the data
connectivity in the cyber network and minimize the load curtail-
ment in the power network. A high-voltage substation equipped
with both monitoring and protection systems is studied to show
the effectiveness of the proposed solution model.

Index Terms—Cyber-physical interdependency, power system
monitoring and protection., power system reliability.
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Data received at the destination from the type of
data source .

Data sent from data source for the type of data
source .

Data transferred through the available connection
for the type of data source .

Unavailability of the cyber element .

Probability of the state before state updating.

Probability of the state after state updating.

Availability with indirect interdependency.

Availability without indirect interdependency.

Failure rate with indirect interdependency.

Failure rate without indirect interdependency.

Repair rate with indirect interdependency.

Repair rate without indirect interdependency.

State updating coefficient.

ICP-Link .

Status of the element in state .

IEEI indicator for ICP-Link .

INEI indicator for ICP-Link .

Element of the node-connection incidence matrix
.

Element of the node-source incidence matrix .

Element of the node-receiver incidence matrix .

Phase angle at bus .

LOLP Loss of load probability.

EENS Expected energy not served.

I. INTRODUCTION

S MART grid technologies facilitate the deployment of au-
tomation and data communication through smart control

devices and communication networks on the bulk power system,
and consequently efficiently operate the power system, opti-
mally mange the energy usage, and maintain the reliability of
bulk power system.
The modern smart grid consists of two distinguishable and

complex networks, cyber and power. Each network has its own
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standards and protocols and is governed by physical and log-
ical laws belonging exclusively to that network [1]. Cyber net-
works improve the power system in different ways. Most signif-
icance from the reliability standpoint is the ability of fault de-
tection, isolation and restoration, which can identify and detach
the faulted area, reenergize the non-faulty part automatically,
and improve reliability metrics [2].
When the employment of cyber networks in various power

applications increases, the failures of cyber devices and their im-
pact on the power system operation are highlighted and become
a serious concern [3]. Reports of blackouts affirm that mal-op-
eration and deficiency in cyber network applications including
monitoring, protection and control are contributing factors to the
degradation of the power grid’s reliability and stability, which
ultimately may cause massive outages [4].
Interdependency generally means that the correct and appro-

priate operation of one element depends on the existence and
proper function of some other elements [5]. Cyber-power inter-
dependent systems are principally hard to model and simulate
because their elements combine many different system opera-
tions, and these system components interact both implicitly and
explicitly [6]. Thus, failures in the cyber network may affect the
power network in various ways [7]. In [8], a combined simulator
and a test case were developed to identify the vulnerabilities of a
power system caused by interdependencies with cyber network.
Cyber-power interdependencies were defined as either direct

or indirect based on how a cyber failure impacts the power
system [9]. Direct interdependency refers to the situation in
which a failure in the cyber network causes an element in the
power network to operate incorrectly or to stop operating com-
pletely. Reference [10] introduced the concept of direct inter-
dependencies and studied two types of direct interdependencies
between cyber and power networks. The first, direct element-el-
ement interdependency (DEEI), is always found in points that
interconnect both cyber and power networks. The second, direct
network-element interdependency (DNEI), occurs when fail-
ures inside the communication network change the specifica-
tions of the elements in the power network. The state mapping
based model was proposed in [10] to evaluate the reliability of
the cyber-power network considering direct interdependencies.
However, the impact of indirect interdependencies on the

reliability of power system is different and more complicated
than that of direct interdependencies. Indirect interdependency
means that failures of a group of elements in one network do
not directly and immediately cause the failure of or change the
behavior of the element in the other network, but the failure will
impact the performance of that element when future failures
occur. According to this definition, both hidden and unacknowl-
edged failures are categorized as indirect interdependencies.
Monitoring and protection are two major applications of in-

direct interdependencies in power systems. Failures in moni-
toring system do not stop operation of power system, but result
that impending failures remain unrevealed. References [11] and
[12] investigated the impact of failures in monitoring devices on
the operation of power systems and reported that the failure of
the indicator or an incorrect indication may undesirably impact
the reliability of the power equipment. Another application of
indirect interdependencies is protection. Failures in protection
system are categorized as hidden failures, as they remain unre-

vealed until another failure in the power system takes place [13],
[14]. Mal-operation of protection devices, when needed, causes
the expansion of de-energized region.
This paper proposes a reliability assessment algorithm to

model indirect interdependencies between cyber and power
networks. The concept and formulations of state updating are
proposed to update the probability of states due to failures
in the cyber network. With the state updating, running two
interconnected and heterogeneous networks becomes possible.
An algorithm is developed to quantitatively evaluate the impact
of indirect cyber-power interdependencies on the reliability in-
dices, such as the loss of load probability (LOLP) and expected
energy not served (EENS).
The remainder of the paper is organized as follows. Section II

defines basic concepts regarding indirect interdependencies.
Section III discusses the reliability evaluation of cyber-power
networks considering the indirect interdependencies. In
Section IV, a high-voltage substation is studied to justify the
effectiveness of the proposed algorithm. Finally, the conclusion
drawn from discussions in this paper appears in Section V.

II. INDIRECT INTERDEPENDENCIES INSIDE A
CYBER-POWER NETWORK

Different from direct interdependency which means that
cyber failures cause the power devices stop working or to
operate incorrectly, indirect interdependency occurs when
the failure of one cyber element does not directly impact the
correct operation of the power element. This section discusses
the definition and applications of indirect interdependencies as
well as the indirect cyber-power links.

A. Definition of Indirect Interdependencies

Given indirect interaction, a cyber failure will not stop the
operation or change the behavior of the power element imme-
diately but will impact the performance of the power element
when the potential failure occurs. Such interdependency may
either increase the possibility of new failures of the power ele-
ment or defer the response to the current failure of the element.
Thus, indirect interdependency is modeled as the increment in
failure rate and the decrement in repair rate of the power device.
In terms of the nature of cyber-power networks and the location
of failure, two types of indirect interdependencies are defined as
follows.

Type 1: Indirect element-element interdependencies
(IEEI) exist when failures occur on cyber devices that are
physically/logically connected to an element in the power
system.
Type 2: Indirect network-element interdependencies
(INEI) exist when the failure does not occur on any cyber
devices that are directly connected to the power network,
but rather, it occurs inside the cyber network, which will
impact the performance of the power element when the
failures occur in the future.

B. Applications of Indirect Interdependencies

In this section, two applications of indirect interdependencies
are introduced: monitoring and protection.
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1) Monitoring Systems: Power system monitoring system
deals with gathering and reporting different types of data to
the local and remote power system control centers. The mon-
itoring systems provide opportunities to predict, perceive, and
take prompt actions against sustained and/or imminent failures,
resulting in a significant reduction of failure rates and repair
times [12].
A monitoring system generally consists of online visu-

alization, data manipulation, and indication [15]. Online
visualization provides a consistent vision of the grid conditions
and health status, including system topology, critical equipment
statuses, and bus voltages [16]. Data manipulation is the other
application of monitoring that enables the monitored system to
be observed. Data manipulation and querying the recorded data
provide broad chronological data about the power network.
Indication tasks refer to a subset of actions that facilitate the
anticipation or detection of faults within an acceptable time
span and thereafter prevent those failures. Erroneous, incom-
plete, or invalid measurements and indications may ultimately
cause severe consequences. For example, power transformers
are specifically critical to this mission. Any minor failure, such
as a fluid leak or gradual degradation of internal insulation in a
transformer, may reduce its effective life and threaten safe and
reliable grid operation [11].
The monitoring system is an application of indirect inter-

dependencies. Although not interrupting the operation of the
corresponding power device immediately, the failure of the
monitoring system may cause unacknowledged events and
substantially increase the risk of failure in the power system.
For example, if any indicators fail, it causes IEEI, however if
the failure is inside the communication network, it is INEI.
2) Protection Systems: Faults in the power system represent

non-favorable conditions that occur because of either equipment
failures or natural disasters, such as lightning. It is critical that
any system faults can be detected and cleared, and/or other mit-
igating actions can be taken promptly. Protection systems gen-
erally consist of processor-embedded protective relays and data
communication networks necessary for the dependable opera-
tion of protective functions [17].
Failures in most parts of the protection system remain un-

revealed until system disturbances occur, such as short circuit
faults or overloads, at which point hidden failures are exposed
and cause unnecessary outages of intact equipment. This failure
mode is known as hidden failure [13], [14]. The existence of
hidden failures in protection systems worsens the stress on the
system and reduces the reliability of system.
Notice that the operation of the power system is not directly

affected by the protection system. The protection system only
guarantees the safe operation of the power system and prevents
faults from damaging the power equipment and spreading inside
the power system. According to these properties, the protection
task also is categorized as having indirect interdependency. If
failures occur in the protective devices which are directly re-
sponsible to trip the isolate the faulty region, it causes IEEI.
Nevertheless, some protection schemes, such as distance protec-
tion, pilot protection for short lines, and circuit breaker failure
protection, use peer-to-peer communication between protective
devices for decision making. So, any failure inside the commu-

nication network produces INEI, because the protective devices
will not receive the proper signal to trip the faulty region.

C. Indirect Cyber-Power Links (ICP-Link)

In the applications of indirect interdependencies, an indirect
cyber-power link (ICP-Link) represented by (1), symbolizes a
single indirect interdependency between the cyber element
and the power element , which means that if the cyber element
fails or does not receive the required data, it impacts the per-

formance of power element when any coming failures occur:

(1)

Assuming that cyber element works properly, the avail-
ability of an equivalent two-state power element with the op-
eration of cyber element is formulated as

(2)

where and are the failure rate and repair rate of the power
device when no indirect interdependency between cyber and
power network exists, respectively.
However, when the indirect interdependency between and
exists, if the cyber element fails, the failure rate and repair
rate of the power element would become and , respectively.
Similarly, the availability of the power element without the
operation of cyber element equals

(3)

In other words, the existing indirect interdependency between
the cyber element and the power element results that the
availability of the power element degrades from to if
the cyber element is not available.

III. RELIABILITY ASSESSMENT OF A CYBER-POWER NETWORK
WITH INDIRECT INTERDEPENDENCIES

The proposed procedure has three hierarchical steps. In the
first step, the probability table (P-Table) is generated. Then, the
state updating is performed to update the failure rate and repair
rate of an element in the power network. After this procedure,
the load curtailment in the power system is evaluated for all
states and the reliability indices are obtained. Each of these steps
will be introduced in the following subsections.

A. Creating the P-Table

The basis of the proposed algorithm is to find the expected
load curtailments in a cyber-power network. Therefore, certain
information must be collected from various states of the system
and recorded in a P-Table. The P-Table consists of three terms:
index , system state , and state probability . Each state
is a binary array in which each element expresses the in-ser-

vice/out-of-service status of a real device in both cyber and
power networks:

(4)

where is the status of the element in state . If ,
then the element in state is working. If , then the
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element in state has failed. Given that the cyber and power
networks have and elements, respectively, the length of
is .When all elements are presumed to be two-state,

the probability of system state equals

(5)

In (5), and represent the availability and
unavailability of the element , respectively.

B. State Updating

State updating occurs when a failure in an element of the
cyber network impacts the performance of the power element
when potential future failures occur. Given a cyber-power net-
work with only one indirect interdependency as expressed in
(1), (2), (3), and (5) result that the probability of all states that
the cyber element fails, changes in two different ways. If in
that state the power element does not fail, the state proba-
bility decreases, otherwise it increases. Therefore, the failure of
the element causes the probability of the following two states
changes:
1) in which failures occur in both cyber element and
power element . and .

2) in which failure occurs in the cyber element when no
failure has occurred in the power element . and

.
Here, the elements of are similar to those of , except the
power element does not fail. The relationship between ele-
ments of and are shown as

(6)

If the failure of the element in the cyber network did not im-
pact the failure and repair rates of the power element, the prob-
ability of the state in which both elements fail concurrently
would be equal to

(7)

where is the unavailability of the cyber element . Accord-
ingly, the probability of state is

(8)

However, when an indirect interdependency exists between
the cyber element and the power element, the probability of
the state in which two elements ( and ) failing concurrently
equals

(9)

and

(10)

Comparison between (7) and (9) and considering
and assert that , implying that the
concurrent failures of two element and when an ICP-Link

exists is more likely than that when and are
independent.
The difference between (7) and (9) is modeled by state up-

dating in that a portion of the probability of the state trans-
fers to the state . As a result, the probability of is updated
as

(11)

where is the state updating coefficient, and is the portion of
probability of that transfers to . Equation (12) results from
substituting (8), (9), and (10) in (11):

(12)

Therefore, is directly calculated from (12) as

(13)

Notice that and . So, (13) is simplified as

(14)

Equation (14) indicates that when the failure of the cyber ele-
ment does not change and of the power device, .
Equations (7)–(10) entails

(15)

From (15), is calculated as

(16)

In (14), is the state updating coefficient for only one ICP-
Link. A similar approach can be applied to generalize the equa-
tion for calculating when the ICP-Links exist.
Let us write (11) for a general state illustrated in (4). As

the difference between and only lies in the status of the
power elements which have interdependency to cyber network,
(11) can be represented by (17) after cancelling out the terms
related to the cyber elements and non-interdependent power
elements:

(17)

where represents the number of power elements which
have interdependency to the cyber network and stands for
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Fig. 1. State updating procedure for indirect interdependencies.

the number of those power elements that have . Thus,
is found as

(18)

Further, is expressed as

(19)
Similarly, given that and , the simplifica-
tion in (19) occurs using .
Then, we get

(20)

Apply the same simplification in (20) to further get

(21)

1) State Updating Flowchart: Fig. 1 shows the state updating
procedure for the state . To indicate IEEI and/or INEI, two
Boolean variables and are defined here. For all ICP-
Links, the following three major steps are implemented:
Step 1) If the cyber element of the ICP-Link fails in

the state ( , set to represent an
IEEI; otherwise, let .

Step 2) If , the cyber network’s connectivity will be
evaluated to check if the cyber element in the
ICP-Link works in state but does not obtain
the requisite data from the data sources. If yes, then
INEI exists and set ; otherwise, .

Step 3) If or which means that there is either
an IEEI or INEI, the corresponding is calculated by
(21). In (21), only ICP-Links in which their power
elements are failed will contribute to the calculation
of . Equation (22) with an indicator is a general
expression of (21), as it considers both IEEI and
INEI. Accordingly, the probability of the states
and are updated by (11) and (16), respectively,

(22)

Note that is easily observable from the state of the network
as it is related to ; however, to determine , a more sophis-
ticated procedure by which to evaluate the cyber network’s op-
eration is required, which is presented as follows.
2) Connectivity Evaluation of Cyber Networks: The param-

eter symbolizes the INEI in the cyber-power network. This
parameter must be determined by evaluating the cyber network.
The main purpose of this evaluation is to determine if all net-
work nodes receive data from all required data sources. The
basic criterion is the connectivity between each node and all
sources of data. Thus, this procedure is called a connectivity
check with multiple data sources.
In power system applications, Ethernet technology is inex-

orably becoming the leading networking technology due to its
ease of operation, high capacity, extendibility, interoperability,
and reliability. Loop or mesh topologies provide redundant
paths in the Ethernet network for data transfer and mitigate
the risk of single failures. However, the designed redundancy
must be managed in order to avoid Ethernet loops in which
data frames are not able to find the destination node and cir-
culate eternally, increasing network traffic and communication
latency [18]. The rapid spanning tree protocol (RSTP), as
specified in IEEE 802.1D, perceives and logically breaks loops
inside the switches and prevents frames from flooding. The
RSTP uses the spanning tree algorithm to create a single active
path between any two nodes [19]. After the RSTP arbitrarily
blocks certain branches in the cyber network, the following
linear programming model (23)–(27) is proposed to maximize
the data connections:

(23)

(24)

(25)

(26)

(27)
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where is the data received at the destination from the type
of data source ; If equals to 0, it means that cyber element
does not receive information from source ; otherwise, the in-
formation can be received. is the data sent from data source
for the type of data source ; is the data transferred through
the available connection for the type of data source ; is
the element of the node-connection incidence matrix in which

if the first point of the available connection is node
and if the second point of available connection
is node ; otherwise, ; is the element of the

node-source incidence matrix in which if the data
source for the type of data source is at node ; otherwise,

; and is the element of the node-receiver inci-
dence matrix in which if the data receiver for the
type of data source is at the node ; otherwise, .
After solving the proposed problem, is found. A data

transmission is successful if for all data sources, equals
to 1. Therefore, is found:

if

if
(28)

determines whether the available data receiver can
successfully receive the required data from the required data
sources. indicates INEI in which the required data
cannot be transferred to the data receiver .

C. Reliability Index Calculations

To measure the reliability indices, a DC optimal power flow
(OPF) is performed to minimize the load curtailment (29) while
meeting certain constraints, such as nodal power balance (30),
line flow (31), capacity limits of generating units (32), capacity
limits of transmission lines (33), load shedding limits (34) as
well as the phase angle at the reference bus (35):

(29)

(30)

(31)

(32)

(33)

(34)

(35)

where is the index of the load; is the load curtailment
from the demand ; and are the number of loads
and transmission lines, respectively; the generation of gener-
ating unit is shown by ; symbolizes the active power

transferred through the available transmission line ; is the
phase angle at bus ; is line-bus incidence matrix in which

if bus is the first point of the available transmission
line , if bus is the second point of the available line then

, and otherwise; stands for gen-bus inci-
dence matrix in which if bus is the generator bus,
and otherwise; is the element of the load-bus in-
cidence matrix in which if the bus is the load bus,
and otherwise; and is the total load shedding for
all loads.
After obtaining the load curtailment amount for all the states

listed in the P-Table, the LOLP and EENS are calculated as
follows [20]:

(36)

(37)

where sgn represents the sign function which is 1 and 0 when
the input number is positive and 0, respectively.

IV. CASE STUDIES

This section examines the reliability of the cyber-power net-
work when indirect interdependencies exist. The studied power
system is a high-voltage substation with integrated smart mon-
itoring and digital protection systems. As monitoring and pro-
tection systems are mainly implemented inside the high voltage
substations to minimize the outage time and region, the pro-
posed model can be applied to find its reliability.

A. Case Description

Fig. 2 shows the layout of a 230/63 kV substation with an
H-type configuration, in which one breaker is dedicated to each
incoming 230 kV line and each power transformer. At 63 kV,
for each outgoing feeder, one breaker is considered. Table I de-
scribes the various bays of the substation.
Monitoring devices are installed in this substation, and all

measurements, events, and disturbances are transferred to bay
control units and bay protection units, which then transmit all
collected data through the digital communication network to
servers S1 and S2. The communication network is Ethernet
LAN, which has star-wired and ring topology.
In the power system, all the breakers, transformers, and trans-

mission lines have nonzero failure rates. Also, in the cyber net-
work, all the switches, protective devices, and monitoring units
have nonzero failure rates. As failure and repair rates vary for
different vendors and also depend on ambient conditions, typ-
ical values are given in this study for the failure and repair
rates of cyber and power elements, as listed in Tables II and
III, respectively.
1) Monitoring System: Transformers and circuit breakers are

monitored in human–machine interfaces (HMI) through digital
communication systems. This monitoring system achieves two
substantial outcomes. Imminent faults are detected before cata-
strophic failures and long-term outages. Also, condition-based
maintenance that is more efficient than periodic maintenance
can be conducted.
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Fig. 2. High-voltage substation equipped with monitoring and protection
systems.

TABLE I
SUBSTATION DESCRIPTION

TABLE II
FAILURE AND REPAIR RATES OF POWER ELEMENTS

TABLE III
FAILURE AND REPAIR RATES OF CYBER ELEMENTS

Power transformers are one of the most expensive appa-
ratuses in power substations that are subject to component
failures. The oil and winding temperatures are monitored. The

TABLE IV
ICP-LINKS BETWEEN MONITORING AND POWER ELEMENTS

TABLE V
ICP-LINKS BETWEEN PROTECTIVE AND POWER ELEMENTS

maximum loading of a transformer is restricted by the operating
temperature. If the transformer is exposed to higher than normal
temperatures, the insulation life will be shortened [21]. For
a typical high-voltage transformer, given that the monitoring
system only monitors the winding and oil temperatures, 32%
of failures are avoided, and the repair rate increases 86%
[15], [22].
Circuit breakers require monitoring to ensure their reliable

operation and to prevent critical damage. The gas pressure and
number of operations are two factors that require monitoring.
Reference [23] reported that after implementing physical and
condition monitoring functions, about 87.6% of SF6 circuit
breaker failures can be predicted. Thus, the failure rate without
monitoring is 8.13 times higher than that with monitoring. De-
tailed calculations of failure rates and repair rates of the circuit
breaker and power transformer with and without monitoring
are available in [15].
Table IV illustrates two ICP-Links between the cyber ele-

ment D04.M and the corresponding power elements like breaker
(D04-B) and transformer (D04-T). Similar ICP-Links can be
defined between other 15 breakers and the other transformer
(D03-T) and their dedicated monitoring devices.
2) Protection System: For 230-kV lines and the transformers,

main and backup protection relays are considered. The main
protection relays protect the 63 kV outgoing feeders. If a fault
occurs, the relays are set to operate selectively to maintain the
power system’s dependability and security [24].
The failure of a cyber network relay causes either the backup

protection relays or the upstream relays to operate. In the case of
upstream operation, more feeders will be out of service, which
implies that this failure increases the failure rate of the nearby
feeders. For instance, if a short circuit occurs in feeder F23 and
the relay of this feeder is out of service, the relay of the incoming
F20 will operate and will trip the breaker located on the lower
portion of the transformer. Accordingly, all adjacent feeders,
F21, F22, and F24, will be de-energized. This means that the
failure rates of these feeders increase indirectly due to the pro-
tective device failure of another feeder. Likewise, F12.P has
indirect dependencies with F11-L, F13-L, and F14-L. A sim-
ilar discussion holds true for other bays, as well. Table V lists
the ICP-Links dedicated for interdependencies between F11.P
and the adjacent feeders (F12-L, F13-L, and F14-L). Similar
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TABLE VI
STATE UPDATING COEFFICIENTS FOR THREE SELECT STATES

TABLE VII
RELIABILITY INDICES DUE TO THE FAILURE OF THE

PROTECTION AND MONITORING SYSTEMS

ICP-Links can be defined for other bays (F12, F13, F14, F21,
F22, F23 and F24) and the adjacent feeders.

B. Case Results

To assess the reliability of this cyber-power network, the state
updating coefficient for all states must be calculated. Table VI
shows of some select states. In Table VI, only failed elements
are listed in the first column, and calculation results from (20)
and (21) are listed in the second and third columns, respectively.
As an example, the updating coefficient of the state for

which D04.M and D04-B are out of service is calculated. From
(20), is found:

From (21), the approximate value of equals

Comparison between above results certifies that calculated by
(21) is an acceptable approximation of (20). Also, the cal-
culated by (21) is always larger than its exact value. As larger
means that when a failure occurs in the cyber network, the

probability of failure in the interdependent power element will
increase, (21) actually exhibits a worse situation of (20).
A reliability assessment is performed for the following five

scenarios and the LOLP and EENS of the substation for various
scenarios are presented in Table VII:
• Scenario 1: This scenario is a base case in which the power
system is equipped with fully reliable monitoring and pro-
tection systems.

• Scenario 2: In this case, the power system is assumed
without monitoring and protection systems.

• Scenario 3: In this scenario, only the failure of the moni-
toring system is considered, and other sectors of the cyber
networks are failure free.

• Scenario 4: In this scenario, only the failure of the protec-
tion system is considered, and other sectors of the cyber
networks are failure free.

• Scenario 5: In this scenario, elements of both the protec-
tion and monitoring systems may fail.

A comparison between the reliability indices of the scenarios
yields the following observations:
• LOLP and EENS of the power system without monitoring
and protection are 69% and 82% more than that with fully
reliable monitoring and protection systems. It implies that
both monitoring and protection are crucial for reliable op-
eration of power systems.

• Failures in the protection system degrade the EENS of the
power system more than failures in the monitoring system.
However, failures in the monitoring system impact the
LOLP more than those in the protection system. Also,
protection system failures noticeably impact the EENS
more than the LOLP. Because when the protection system
fails, the failure is expanded to adjacent feeders causing
more customers de-energized.

• It is observed that both LOLP and EENS increment in the
scenario 5 is less than the sum of those in scenarios 3 and
4. This result is related to the nonlinearity of (22) for those
states which have more than one indirect interdependency.
For example, when a state has two indirect interdepen-
dencies (failures in one monitoring and one protection de-
vices), the value of is smaller than the sum of coefficients
in the same state for two scenarios 3 and 4. According to
(11) and (16), directly changes and resulting
the change in LOLP and EENS.

V. CONCLUSION

With recent advances in smart grid applications, the incor-
poration of failures in the cyber network must be determined.
This paper proposed a novel reliability model that updates the
probability of states when a failure occurs in the cyber network.
To assess the operation of the cyber network, an optimization
model was designed to maximize the data connectivity in the
cyber network with multiple data sources. The model was ap-
plied to a typical substation in which failures of the monitoring
and protection systems were considered. The results of the case
study verify that failures in the monitoring and protection sys-
tems degrade the power system’s reliability.
Reliability of the power system is improved by providing

monitoring and protection functions. However, numeric indices
are required to evaluate such enhancement. It may be based
on economic study and/or comparisons between different pos-
sible scenarios to choose the more economic and reliable cyber-
power system. The proposed reliability assessment method can
also be used to develop an optimization problem with the ob-
tained reliability indices as either objective or constraints for
the design of cyber networks to achieve the most efficient and
reliable design of monitoring and protection systems.
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